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TRANSPORT-INDEPENDENT ARCHITECTURE FOR INDUSTRIAL 

EMBEDDED DEVICE CONTROL BASED ON THE DIGITAL TWIN MODEL 
 
 

Modern industrial embedded systems are evolving from isolated 
controllers communicating with local control systems through 
dedicated industrial protocols into distributed cyber-physical systems 
that support multiple communication channels, remote control, over-
the-air (OTA) software updates, cloud integration, and long-term 
operation of multiple generations of industrial equipment. Under 
these conditions, the traditional register-oriented approach, in which 
application software directly interacts with protocol register maps, 
gradually complicates software development, scalability, and long-
term system maintenance. 

This paper proposes a transport-independent architecture for 
controlling industrial embedded devices based on the Digital Twin 
model. The proposed approach introduces an intermediate software 
layer between physical industrial devices and upper-level 
management systems, providing a unified interaction model 
regardless of the underlying transport protocol, controller generation, 
or firmware implementation. Instead of communicating directly with 
physical devices or protocol registers, application components 
interact with Digital Twins synchronized with physical equipment by 
the Industrial Device Runtime (IDR) execution environment. 

The proposed architecture combines the Digital Twin model, a 
driver-based transport abstraction, controlled state synchronization, 
a logical data snapshot mechanism (Snapshot), and profile-oriented 
device descriptions. This approach isolates application logic from 
transport protocol implementation details, enables simultaneous 
support for multiple generations of industrial controllers, simplifies 
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the integration of new equipment, and facilitates system evolution 
without modifications to the core architecture. 

Unlike conventional architectures primarily focused on data 
exchange between controllers and supervisory systems, the proposed 
model covers the complete life cycle of industrial embedded devices, 
including initialization, configuration, state synchronization, execution 
of control operations, and support for multiple transport 
environments. 

The proposed approach has been implemented and validated 
during the development and operation of a distributed industrial 
controller management system deployed in self-service automation 
complexes. Practical evaluation confirmed the feasibility of 
separating application logic from the transport layer, ensuring 
compatibility between different generations of industrial equipment, 
and supporting the gradual evolution of the system architecture 
without complete redesign. 

The proposed architecture establishes the foundation of the 
Industrial Device Runtime (IDR) concept and provides a basis for 
further development of equipment health monitoring, multi-channel 
communication support, Runtime node clustering, programmable 
automation, and other services required by modern distributed 
industrial systems. 

Keywords: industrial embedded systems; digital twin; transport-
independent architecture; Industrial Device Runtime; industrial 
automation; device management; embedded controllers. 
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