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WAYS OF MANAGING THE SYSTEM OF ENSURING THE ECONOMIC
SECURITY OF THE ENTERPRISE

The article examines ways of managing the system of financial and
economic security at the enterprise. The main indicators of financial and
economic security, indicators of solvency, liquidity, profitability, and
financial stability are considered. Ways to improve the system of ensuring
financial and economic security at the enterprise are proposed.
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Introduction. Modern business conditions of domestic enterprises
are characterized by the growing intensity of globalization processes,
macroeconomic instability, structural imbalance, and changes in
technological systems. For enterprises, this means an increase in
barriers to conducting business, deterioration of financial stability,
solvency, and leads to an increase in the level of risks and threats.
Management of economic security is a single system based on general
principles and criteria for assessing the economic condition of a
business entity.

Analysis of recent research and publications. The concept of
«economic security» is relatively new, and its meaning was gradually
formed thanks to the scientific works of such foreign specialists as
A. Smith, A. Marshall, J. Keynes, V. Oiken, and D. North, who laid the
foundations for understanding the differences in the interests of
subjects economic activity as the main source of conflicts and threats to
economic security, as well as considered methods of stabilizing
economic development. And the problems of the formation of
theoretical and methodological aspects of managing the economic
security of enterprises were devoted to work by such scientists and
practitioners as: 0.V.Arefieva, L.l Donets, N.V.Vashchenko,
L. 0. Vdovenko, H. M. Kaletnik, G.V. Kozachenko, T.M. Korpanyuk,
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0. M. Lyashenko, L.O.Matviychuk, E. A.Oleynikova, N.L. Pravdyuk,
V. S. Ponomarenko, 0. 0. Sosnovska, O. F. Yaremenko, and others.

The purpose of the article is to substantiate the theoretical and
research practical aspects of managing the system of ensuring the
economic security of the enterprise.

Formulation of the problem. To study the essence, principles,
problems of management of the system of ensuring the economic
security of the enterprise and to determine the main methodical
approaches of evaluating the management of economic security at the
enterprise; to analyze the features of economic security management at
the enterprise; propose and economically justify proposals for
improving the management of the system for ensuring the economic
security of the enterprise.

Presentation of the main material. The concept of management of
the system of ensuring the economic security of the enterprise includes
financial, intellectual, personnel, technological, legal, environmental,
information and power components. To them should also be added a
market, as well as an interface component, which characterizes the
reliability of interaction with economic counterparties of the enterprise.

Management of the system for ensuring the economic security of
the enterprise involves the selection, analysis and assessment of
existing threats by each of the functional components and the
development of a system of countermeasures and preventive measures
based on them.

Under the mechanism of ensuring the economic security of the
functioning of the enterprise, we mean a complete system consisting of
relatively independent, separate, but at the same time interacting and
interconnected structural components. The basic elements of the
mechanism include: subjects, objects, form of organization of
production, economic or economic connections (relationships), system
of management, incentives, financing, planning, taxation, threats,
pricing, financial interests, principles, tools (methods, criteria and
indicators, financial and economic levers and tools), legal and
information support.

From the point of view of protection of vital interests, it is possible
to cite M. I. Kamlyk’'s interpretation of the economic security system of
the enterprise as «..a complex of interrelated measures of an
organizational and legal nature, carried out by special bodies, services,
divisions of the business entity, aimed at protecting vital important
interests of the individual, the enterprise and the state from illegal
actions by real or potential natural or legal persons, which may lead to
significant economic losses, and ensuring economic growth in the
future» [1].
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Table 1

The purpose of the creation and operation of the management of the
system for ensuring the economic security of the enterprise in
accordance with the approaches to the understanding of economic

security

The name of the
approach

The essence of the approach

The purpose of the creation
and operation of the system
for ensuring the economic
security of the enterprise

Resource-
functional
approach

The development of the
enterprise, which is achieved
through the effective use of
corporate resources by
functional components

Ensuring stable operation and
development of the enterprise,
prevention of internal and
external negative influences
(threats)

Defensive
approach

Prevention and protection
from the negative impact of
the external environment
(economic security is
considered from the
perspective of the impact of
the external environment)

Protection of the enterprise
from threats of the external
environment

A sustainable
approach

The ability of the enterprise as
an economic system to be
balanced and sustainable

Ensuring stability, not
dependence, the enterprise’s
ability to progress in
conditions of destabilizing
factors

Competitive
approach

The presence of competitive
advantages as the main
condition for ensuring the
economic security of the
enterprise

Availability of competitive
advantages

Harmonization
approach

Harmonization of the interests
of the enterprise with the
interests of the external
environment

Protection of the economic
interests of the enterprise in
interaction with the external

environment

Informational

Keeping commercial secrets

Protection of information

financial interests

approach of the enterprise
Increasing the financial
. . The ability of the enterprise to liquidity of the enterprise,
Financial . . .
ensure the realization of protecting its commercial
approach

interests from the influence of
negative market processes

The object of security is everything aimed at ensuring economic
security (financial and economic activity, assets, capital, liabilities, etc.).
In order to ensure economic security, special bodies — economic
security subjects — must function at the enterprise. Subjects of
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economic security of the enterprise are those persons, divisions,
services that are directly engaged in ensuring economic security. These
can be: the head of the enterprise, economic security analysts, etc. We
should not forget about the owners of the enterprise, who quite often
also take part in management of the enterprise as leaders or managers
(8].

We believe that the main subjects of the management of the
system for ensuring the economic security of the enterprise are the
head of the enterprise, the accountant, the financial monitoring
specialist and the legal department. Thus, the accountant’s duties will
include the formation of an accounting policy, accounting and timely
submission of reliable and complete information.

The management mechanism of the system for ensuring the
economic security of the enterprise is a set of main elements of
influence (risks, threats, functions, tools, methods, objects, subjects,
etc.) on the process of development and implementation of management
decisions to ensure the protection of its financial interests from various
threats.

The system of such a mechanism is formed within the framework
of the enterprise itself, accordingly regulating methodical approaches to
the development of managerial decisions in the field of ensuring its
economic security by subjects of influence (manager, financial
specialists, lawyers). The basis of the formation of this mechanism is
the financial philosophy of the enterprise. In the process of forming the
economic security management system of the enterprise, such
mechanisms are defined in terms of individual priority financial
interests that need protection from various threats [5, P. 8].

Taking into account the factors affecting economic security, based
on financial indicators, there is a need to develop a strategy for the
economic security of the enterprise, which is taken into account in the
overall general enterprise strategies. Control of strategy
implementation is the beginning and end of the strategic management
cycle and is carried out by monitoring and analyzing threat factors and
assessing the level of economic security (state of the economy) of the
enterprise.

The functioning of the management mechanism of the system for
ensuring the economic security of the enterprise takes place by carrying
out certain actions on its objects. At the same time, for each separate
period of time, a priority object must be determined, the responsibility
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for optimizing the parameters of which must be assigned to a specific
subject of the economic security of the enterprise.

Among the specified objects: profit, structure and volume of
capital, external/internal sources of financial resources, elemental
composition of cash flows, active/passive operations, economic risks,
investments, system of economic innovations, etc.

Functions of the subject of economic security of the enterprise,
taking into account its size, the latter rely on both a separate specialist
and a certain structural unit.

Thus, the management of the system for ensuring the economic
security of the enterprise is the process of its security, which is ensured
by the organic symbiosis of achieving the results of the enterprise’'s
activities and the formation of its capabilities.

The considered structure of the management mechanism of the
system of ensuring economic security characterizes it as an effective
coordinating system for ensuring economic security at the enterprise.
At the basis of such a mechanism, a systematic combination of
appropriate methods, measures, tools, development scenarios,
information and analytical and support levers is created, created on the
basis of the principles of ensuring economic security, which objectively
exist as economic regularities, and are also produced by the subjects of
the enterprise’s economic security management for protection, security
and solving the set tasks.

The complexity of ensuring the economic security of an enterprise
requires equipping the management of its economic security system
with appropriate tools, in which mechanisms play an important role.

Their correct choice and rational application will allow to achieve
the goal of functioning of the economic security system of the
enterprise. The action of the management mechanisms of the
enterprise’s economic security system is aimed at reducing risks, the
probability of the realization of certain threats, and therefore the level of
danger in its activities. By their nature, the management mechanisms of
the enterprise’'s economic security system are inertial, which is
associated with the period of perception of a change in the situation and
adaptation to a new one.

The concept of enterprise security expresses a system of views on
the problem of enterprise security at various stages and levels of
production activity, as well as the main principles, directions and stages
of implementation of security measures.
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The concept of managing the economic security of the enterprise
is the fundamental basis of the formation of the management of the
system of ensuring the economic security of the enterprise, which is
considered as a continuous process of eight stages. The implementation
of the concept of managing the economic security of the enterprise is
entrusted to the security service of the enterprise, which coordinates
the work of all structural divisions regarding actions to ensure
economic security (Figure).

According to experts’ estimates, the costs of creating an
enterprise security system and its optimal functioning can reach 25% of
the costs of the overall support of the production process. The
effectiveness of the management mechanisms of the system for
ensuring the economic security of the enterprise is evaluated based on
the results of the ratio of costs for creation and application and losses
and damages from the negative consequences of the implementation of
certain threats. The enterprise will increase the level of economic
security, i.e., spend additional funds on the creation and application of
management mechanisms until the costs become greater than the
losses and damages from the negative consequences of the
implementation of certain threats.

According to the developed management concept, the economic
security of the enterprise is ensured by the implementation of
management functions, which are implemented by solving management
tasks. One of them is risk management, in which the main place belongs
to risk assessment, which is considered as a form of danger with a
negative consequence.

Conclusions. The main task of managing economic security is to
ensure the most efficient functioning, productive operation of the
operating system and economical use of resources.

The organization of proper management of the economic security
system, capable of predicting, detecting and neutralizing (reducing) the
manifestations of negative impacts, is possible only on the condition of
building a hierarchically formed system of general and functional goals
of economic security, which makes it possible to ensure a coordinated
focus of management actions at all functional levels of management at
implementation of the single goal of protecting the enterprise from the
negative impact of external and internal threats.
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Management of the system for ensuring the economic security of the enterprise
Y

Purpose: countering external and internal threats to the enterprise thanks to
the effective use of its financial, material, information and personnel resources
based on the development and implementation of a set of measures of a
financial and economic nature
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. ] ] security of the enterprise <
Coordination of ensuring economic
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security of the enterprise
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Practical support:

- development of an approach to
assessing the economic security of the
enterprise;

- assessment of economic security of

Scientific and methodological support:

- diagnosis and identification of threats
and risks;

- identification of threats and risks;

- development of methodological

support for reducing the level of risks
and neutralizing threats;

- monitoring of external and internal
environments.

the enterprise

Organizational and economic
management of the EBP provision
system

Achieving strengthening of production potential,
Preservation of economic | - |improving the efficiency of resource use.
security of the enterprise Ensuring financial capacity, protection of
confidential information.

The concept of management of the system of ensuring the economic
security of the enterprise

%

Figure. The concept of management of the system of ensuring the economic security of
the enterprise

That is why under the management of the economic security
system of the enterprise, it is necessary to understand the state of its
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financial and economic system, which is characterized by the stability
and efficiency of all business processes of the enterprise, the presence
of competitive advantages due to the effective use of resources, which,
based on the overall effect, allows to resist negative manifestations of
the external and internal environment and ensures maximum economic
benefits for the enterprise in the present and future periods.
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¢iHaHCOBO-eKOHOMIYHOI 6e3nekKu, NOKa3HUKKN N1aTOCNPOMOXXHOCTI,
nikBigHocTi, peHTabenbHocTi, ¢piHAHCOBOI CTINKOCTi. 3aNPONOHOBAHO LJIAXU
YAOCKOHaJIeHHs cucteMmn 3abesnevyeHHs ¢iHAHCOBO-eKOHOMIYHOI 6e3neKkun Ha
nigpnpmeMmcTBi. [locnimkeHHA 3yMoBJieHe HeoOXiAHICTIO KOMNJIeKCHoro
nigxoay A0 3AiMCHeHHA 3abe3ne4yeHHA eKOHOMiYHOI 6e3neKu, WO AO03BONSAE
po3po6butn ii apeKBaTHy CUCTeMY, BMW3HA4YMTM Ta BpaxyBaTu BIJIMB
pecTabinisylouMx UYMHHMKIB BHYTPIlWIHBOrO | 30BHIWWHBOrO CepeaoBML,
BMKOPMCTAaTU MOXUJIMBOCTI, fIKi CTBOPHOKTbLCA LUUMU cepepoBuLLAMM, AJS
BOCSArHeHHs iHTepeciB cy6’ €KTa rocnofaploBaHHSA.

Cy4yacHi yMOBM  rocrnopgaploBaHHA  BiTYM3HAHMX  NiANPUEMCTB
XapaKTepu3ylTbCs 3POCTAaHHAM iHTEHCUMBHOCTI npoueciB rno6anisauii,
MaKpPOEKOHOMiYHOK HecTabiNbHICTIO, CTPYKTYpHOK He36asiaHCOBaHicTIO,
3MiHOIO TeXHoNOoriYyHux yknagis. [lna nigNnpuMeMCTB Le 03HA4Ya€ NiABULLEHHSA
Gap’epiB pna BepeHHA p[iANbHOCTI, noripweHHA ¢iHaHCOBOI CTIWKOCTI,
NNIAaTOCNPOMOXKHOCTi Ta NMPU3BOAUTb A0 3POCTaHHSA PiBHA PU3MKIB i 3arpos.
YnpaBniHHA eKOHOMi4HOKW 6e3neKolw - €AMHaA cUcTeMa, 3acCHOBaHa Ha
3araNbHUX MNPUHUMNAX | KPUTepiaX OLWIHKA EeKOHOMIYHOro CTaHy
rocnopapitoyoro cy6’ekra. [ocniauTu CyTHIiCTb, NpUHUMNK, npo6nemu
ynpasJiiHHA cucTeMolo 3abe3neyeHHss eKOHOMiYHOI 6e3neKkn NignpueMcTBa Ta
BM3HAa4YUTU OCHOBHi MeToAMYMHI niAXxoAu OUiIHBAHHA  YyNpaBJiHHSA
€KOHOMi4YHOI 06e3neKow Ha MNiANPUEMCTBI; NpoaHanisyBaTM oco6auBoCTI
ynpaBniHHA EKOHOMiYHO 06e3neKow Ha NiANPUEMCTBI; 3anponoHyBaTu Ta
€KOHOMiYHO O6FpPYHTYBaTM npono3uvuii WOA0 YAOCKOHANIEHHS YNpaBniHHSA
cucteMor 3abe3nevyeHHs eKOHOMiIYHOI 6e3neku nignpuemcTBa. OCHOBHUM
3aBAAHHAM YNpaBfiHHA €eKOHOMiYHOK Ge3neKol € 3ab6e3nevyeHHA HanbinbL
edpeKTUBHOro PYHKLiIOHYBaHHS, NPOAYKTUBHOI po60oTu onepauiiHoi cucteMmn
M €KOHOMIYHOIrO BUKOPUCTAHHA pecypciB.

OpraHizauis HaJIe)XHOro ynpaBJliHHA CUCTEMOI0 EKOHOMi4HOI 6e3neku,
30aTHOI NPOrHO3yBaTH, BUABMATU, HEUTPanidyBatu abo 3MeHWyBaTu NposiBU
HeraTMBHUX BIJIMBIB, € MOXJIUBOI JNiMwie 3a yMOBM nobynoBu iepapxiyHoi
chOopMOBaHOI CUCTEMM 3arasibHUX i QPYHKUIOHANbHUX ULiJIeA E€KOHOMIYHOI
6e3nekn, sAKa pae€e 3Mory 3abesneuynTu y3romKeHy CRpsAMOBaHICTb
ynpaBiiHCbKUX AiA Ha BCiXx ¢YHKUIOHaNbHMX PIiBHAX YNpaBJliHHA Ha
peanisauilo €AUHOT MeTUM 3axUCTy NIANPUMEMCTBA BiA HEraTMBHOro BIJIMBY
30BHiLUHiX Ta BHYTPilWHIX 3arpos.

KnwuoBi cnoBa: ¢iHaHCOBO-eKOHOMIYHA Be3neKa; ynpaBniHHSA CUCTEMOIO
3abe3neyeHHa ¢iHAaHCOBO-EKOHOMIYHOI 0e3neKku; aKTUBWU;, YUCTUNA [oxXia;
npubyToK; GiHaHCOBUM CTaH.

OtpumaHo: 15 rpyaHsa 2022 poky
MpopeueH3oBaHo: 20 rpyaHs 2022 poky
MpunHsaTo oo apyky: 23 rpyaHsa 2022 poky
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